STUDIJU DALYKO (MODULIO) APRASAS

Dalyko (modulio) pavadinimas

Kodas

Kvantiné informacija ir kriptografija

Déstytojas (-ai)

Padalinys (-iai)

Koordinuojantis: doc. dr. Mindaugas Macernis

Fizikos fakultetas

Studijy pakopa

Dalyko

(modulio) tipas

Antra

Pasirenkamas

Igyvendinimo forma

Vykdymo laikotarpis

Vykdymo kalba (-0s)

Auditoriné

2 semestras

Lietuviy, angly

Reikalavimai studijuojanc¢iajam

ISankstiniai reikalavimai: Studentas turi biiti iSklauses
programavimo

kvantinés mechanikos ir struktirinio
pagrindus, lygiagreciyjy skai¢iavimy zinias.

Gretutiniai reikalavimai (jei yra): néra

Dalyko (modulio) apimtis

kreditais krivis

Visas studento darbo

Kontaktinio darbo
valandos

Savarankisko darbo
valandos

5 140

64

76

Dalyko (modulio) tikslas: studiju programos ugdomos kompetencijos

Suvokti pagrindinius kvantinio kompiuterio veikimo ir su juo skai¢iavimo principus. Suprasti kvanting informacija ir
kriptografija. Gebéti atlikti kvantinés informacijos eksperimentus su kvantiniu kompiuteriu ar jo simuliatoriumi.

Dalyko (modulio) studijy siekiniai

Studiju metodai

Vertinimo metodai

Gebés paaiskinti kvantinio kompiuterio ir kvantinés
informacijos principus.

Paskaitos, seminarai,
savarankisSkas darbas.

Savarankiskas darbas, egzaminas.

Gebés projektuoti ir programuoti nesudétingus
kvantinio kompiuterio programy projektus

Paskaitos, seminarai,
savarankiSkas darbas.

Savarankiskas darbas, egzaminas.

Studentas gebés pasirinkti optimaliausius kvantinés

informacijos perdavimo metodikas.

Paskaitos, seminarai,
savarankiSkas darbas.

Savarankiskas darbas, egzaminas.

Kontaktinio darbo valandos

Savarankisky studijy laikas
ir uZduotys
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1. Kvantiniai skai¢iavimai 4 8 8 12 11 | Literatiira, uzduotys.

Skaiciavimo modeliai: Tiuringo (Turing) masina,
teoriné kompiuteriné algebra. Kompiuteriniy
taikymy analizé: kompiuterinis kompleksiSkumas,
loginiai sprendimy uzdaviniai, sudétingos perteklinés
klasés ir pertekliniai skai¢iavimai. Kvantiné




mechanika: Smidto (Schmidt) dekompozija, EPR
(Einstein-Podolsky-Rosen) paradoksas. Belo (Bell)
nelygybé. Kvantiné teoriné kompiuteriné algebra.
Kvantiniai algoritmai. Kubitas. Kubito operacija.
Universalas kvantiniai elementai. Kvantinis
kompiuterinés algebros modelis. Kvantiniy sistemy
simuliacija. Kvantiné Furje transformacija. Fazés
jvertinimas. Kvantinés Furje transformacijos
algoritmai. Kvantinés paieskos algoritmai. Kvantiné
paieska kaip kvantiné simuliacija. Kvantiné paieska
nestruktiirizuotai duomeny bazei. Juodos dézes
algoritmy ribos.

2. Informacijos teorija ir duomeny glaudinimo
samprata. Duomeny kodavimas. Informacija ir
entropija. Nuostolingas ir nenuostolingas
glaudinimas. Statinis ir dinaminis kodavimas.
Glaudinty duomeny perdavimas.

10

Literattira, uzduotys.

3. Kvantiné informacija.

Kvantinis triuk§mas ir kvantinés operacijos.
Kvantinis triuk§mo ir kvantiniy operacijy pavyzdziai.
Kvantiniy operacijy formalizmo ribos. Atstumas ir
kvantiné informacija. Klaidoms palankus kvantinis
skai¢iavimas. Kvantinis informacijos perdavimas per
triukSmingus kvantinius kanalus. Kvantinis
supainiojimas (entanglement). Kvantinés
teleportacijos kodas. Entropija ir informacija.

11

Literattira, uzduotys.

4. Kriptografija.

Uzkodavimas ir saugumas. Atakos. Simetriniai
kodavimo raktai. VieSo rakto kriptografija.
Kriptografijos protokolai. Vienakryptés funkcijos.
Atakos ir saugumo lygiai.

Literattira, uzduotys.

5. Kvantiné Kkriptografija

Kriptosistemy kvantinés atakos. DNA biologinis
uzkodavimas. Kvantiniy rakty perdavimas ir
saugumas.

14

Literattira, uzduotys.

6. Kvantiniy rySiy beklaidis (Zero-Error)
kanalas. Kvantinés busenos ir kanalai. Koreliacijos.
Biseny suliejimas. Kvantiné informacija per
trriuk§mingus kanalus. Supainiojimas.

Literatiira, uzduotys.

IS viso

32

16 | 16 64

76

Vertinimo strategija Svoris | Atsiskaitymo

proc. laikas

Vertinimo kriterijai

Savarankiskas darbas 70 1-16 semestro

savaités

Pratyby metu atlieckamos pavyzdinés uzduotys, iSsiaiSkinamos
ju programinio jgyvendinimo galimybés. Studentai privalo
atlikti ir atsiskaityti 80% visy pateikty atsiskaityti uzduociy.
Rasomas vienas kontrolinis darbas (K1) ir vienas rasto darbas

(K2).

Egzaminas 30 16-a semestro

savaité

Egzaminas: atsakymai j klausimus rastu ir zodziu. Egzamino

metu pateikiami 2 klausimai (K3).

Gautinis jvertinimas:

P =0,35K1 +0,35K2 + 0.3 K3.




Autorius Leidi | Pavadinimas Periodinio Leidimo vieta ir leidykla ar
mo leidinio Nr. internetiné nuoroda
metai ar leidinio tomas

Privaloma literatiira

Radhika Vathsan 2015 | Introduction to Quantum CRC Press

Physics and Information
Processing

Michael A. Nielsen, Issac | 2011 | Quantum Computation and Cambridge University Press

L. Chuang Quantum Information

Ved Prakash  Gupta, | 2015 | The Functional Analysis of Springer

Prabha Mandayam, V.S. Quantum Information

Sunder Theory: A Collection of

Notes Based on Lectures

Stephen Barnett 2009 | Quantum Information Oxford University Press

Papildoma literatira

Hans  Delfs, Helmut | 2015 | Introduction to Springer

Knebl. Cryptography: Principles

and Applications
(Information Security and
Cryptography)
Song Y. Yan 2013 | Quantum Attacks on Public- Springer
Key Cryptosystems
Jack D. Hidary 2019 | Quantum Computing: An Springer
Applied Approach
Christine Corbett Moran | 2019 | Mastering Quantum Packt Publishing

Computing with IBM QX :
Explore the World of
Quantum Computing Using
the Quantum Composer and
Qiskit
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COURSE UNIT (MODULE) DESCRIPTION

Course unit (module) title

Code

Quantum Information and Cryptography

Lecturer(s)

Department(s) where the course unit (module) is delivered

Coordinator: Assoc. Prof. Dr. Mindaugas Macernis

Faculty of Physics

Study cycle

Type of the course unit (module)

Second

Optional

Mode of delivery

Period when the course unit
(module) is delivered

Language(s) of instruction

Face-to-face

2" semester

Lithuanian, English

Requirements for students

Prerequisites: Quantum mechanics; Structural programing;

Parallel computing

Additional requirements (if any): None

Course (module) volume in
credits

Total student’s workload

Contact hours

Self-study hours

5 140

64

76

Purpose of the course unit (module): programme competences to be developed

Students will learn information theory of quantum computation and quantum information. He will be able execute quantum
information experiments with quantum computer or its simulator.

Learning outcomes of the course unit (module)

Teaching and learning

Assessment methods

methods
The student could understand quantum computing Lectures, seminars, works, Independent works, exam.
and guantum informations. independent work.
The student could choose optimal quantum code Lectures, seminars, works, Independent works, exam.
model for various tasks. independent work.
The student could make quantum information Lectures, seminars, works, Independent works, exam.
programs with guantum computer. independent work.

Contact hours

Self-study work: time and
assignments
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1. Quantum computation. 4 8 |8 1 | 11 | Literature, seminars,

Models for computation: Turing machines, circuits. 2 tasks.

The analysis of computational problems:
computational complexity, decision problems, a
plethora of complexity classes, energy and
computation. Quantum mechanics: the Schmidt
decomposition and purifications, EPR and the Bell




inequality. Quantum circuits. Quantum algorithms.
Qubit. Single qubit operations. Universal quantum
gates. The quantum circuit model of computation.
Simulation of quantum systems. The quantum
Fourier transform. Phase estimation. Applications of
the quantum Fourier transform. Quantum search
algorithms. Quantum search as a quantum
simulation. Quantum search of an unstructured
database. Black box algorithm limits.

-

2. Information theory and data compression. Data | 4 2 10 | Literature, seminars,
compression. Information and entropy. Lossy and 0 tasks.

lossless data compression. Static and dynamic
compression.

3. Quantum information. 8 2 |6 1 | 11 | Literature, seminars,
Quantum noise and quantum operations. Operator 4 tasks.

Systems. Examples of quantum noise and quantum
operations. Limitations of the quantum operations
formalism. Distance measures for quantum
information. Fault-tolerant quantum computation.
Code for quantum teleportation. Entropy and
information.

[EN
(op]

4. Cryptography. 4 2 Literature, seminars,
Encryption and Secrecy. Attacks. Symmetric-Key 0 tasks.

Encryption. Public Key Cryptography.
Cryptographic Protocols. One-Way Functions.
Attacks and Levels of Security.

[y

5. Quantum cryptosystems. 6 4 14 | Literature, seminars,
Quantum Attacks on Cryptosystems. Quantum 2 tasks.

Resistant Cryptosystems. DNA Biological
cryptography. Quantum key distribution and
security.

6. Zero-Error Communication Via Quantum 6 6 | 4 | Literature, seminars,
Channels. Norms on Quantum States and Channels. tasks.

Destroying Correlations. State Merging. Quantum
information over noisy quantum channels.
Entanglement.

32 16 | 16 6 | 76

Total

Assessment strategy Weight,% | Deadline Assessment criteria

Laboratory work 70 1-16 weeks of | Students must complete and present reports for tasks. Work is
semester completed during self-study hours. The 80% of the tasks must
be presented until the end of semester. There one test (K1) and
prepared report (K2) .

Exam 30 16th week of | Final exam (two questions from theory). Exam mode — written
semester answer (K3).

Final rating P = 0,35 K1 + 0,35 K2 + 0.3 K3.

Author Year of Title Issue of a | Publishing place and house
publication periodical or web link

or volume of a
publication

Compulsory reading

Radhika Vathsan 2015 Introduction to CRC Press
Quantum Physics and
Information
Processing




Michael A. Nielsen, Issac | 2011 Quantum Cambridge University Press
L. Chuang Computation and
Quantum Information
Ved Prakash  Gupta, | 2015 The Functional Springer
Prabha Mandayam, V.S. Analysis of Quantum
Sunder Information Theory:
A Collection of Notes
Based on Lectures
Stephen Barnett 2009 Quantum Information Oxford University Press
Optional reading
Hans  Delfs, Helmut | 2015 Introduction to Springer
Knebl. Cryptography:
Principles and
Applications
(Information Security
and Cryptography)
Song Y. Yan 2013 Quantum Attacks on Springer
Public-Key
Cryptosystems
Jack D. Hidary 2019 Quantum Computing: Springer
An Applied Approach
Christine Corbett Moran | 2019 Mastering Quantum Packt Publishing

Computing with IBM
QX : Explore the
World of Quantum
Computing Using the
Quantum Composer
and Qiskit




