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STUDIJU DALYKO (MODULIO) APRASAS

Dalyko (modulio) pavadinimas Kodas

INFORMACINIU TECHNOLOGIJU PAGRINDAI

Déstytojas / a (-ai) Padalinys (-iai)

doc. dr. Ilona Veitaité Kauno fakultetas
Socialiniy moksly ir taikomosios informatikos institutas

Studiju pakopa Dalyko (modulio) tipas
Pirmoji Privalomas
Igyvendinimo forma Vykdymo laikotarpis Vykdymo kalba (-0s)
Kontaktiné ir savarankiskas darbas 1 semestras Angly kalba

Reikalavimai studijuojanciajam

ISankstiniai reikalavimai: - Gretutiniai reikalavimai (jei yra): -
Dalyko (modulio) apimtis Visas studento darbo Kontaktinio darbo Savarankisko darbo
kreditais kriivis valandos valandos
5 130 32 98

Dalyko (modulio) tikslas

Dalyko (modulio) tikslas suteikti ziniy apie kompiuterijos pagrindus, tinklus, kibernetinio saugumo pagrindus ir
naujasias technologijas bei ugdyti pagrindinius IT jgiidZius, jy praktinj pritaikyma, kiirybiskumg ir analitinj mastyma,
siekiant parengti darbo su IT profesionalus, gebancius valdyti projektus ir prisitaikyti prie technologinés pazangos.

Dalyko (modulio) studiju rezultatai Studiju metodai Vertinimo metodai

Studentai iSmoks suprasti ir taikyti pagrindines IT
savokas, iskaitant techning¢ ir programing jranga,
tinklus ir saugumo pagrindus, informacijos elgsena;

iSmoks vertinti ir naudoti naujas technologijas i i$ . .
A g1j Paskaitos, pratybos, savarankiskas Praktiniai darbai,

praktiniuose scenarijuose. darbas ir aktyviis mokymosi atveiy aptarimas
Studentai supras kompiuteriniy technologijy principus metodai (diskusijos grupése, disku sJil'%a pe zamin’as
ir jy taikyma realaus pasaulio scenarijuose. atvejy analizé) Ja, cg

Studentai gebés integruoti zinias ir jgiidzius i§ jvairiy
IT sri¢iy, skirtus kurti ir jgyvendinti technologinius
sprendimus.

Savarankisky studijy laikas

Kontaktinio darbo valandos -
ir uzduotys

Temos Tt
Savarankiskai

atliekamos uzZduotys

Paskaitos
IKonsultacijos
Seminarai

Pratybos
ILaboratoriniai darbai
Praktika

\Visas kontaktinis
darbas

SavarankiSkas darbas




Ivadiné paskaita. Metodiniy reikalavimy 1 1 2 Igtdziy patikrinimo
pristatymas. IT jgiidziy patikrinimas. testas
Ivadas j informacines technologijas (IT). IT Pateiktos medziagos
istorijos ir raidos apZvalga. 1 1 2 8 | analizeé, praktinés
uzduotys, atvejy analizé
Kompiuteriy techninés jrangos pagrindai. Pateiktos medziagos
Nagrinéjami esminiai techninés jrangos analizé, praktinés
elementai, tokie kaip procesoriai, atmintis, 1 | ) 9 uzduotys, diskusija,
atminties jrenginiai, jvesties ir iSvesties atvejy analizé
frenginiai ir neSiojamieji jrenginiai, kurie
sudaro kompiuterijos pagrinda.
Operacinés  sistemos (atvirojo  kodo, Pateiktos medziagos
uzdarojo kodo) ir programinés jrangos analizé, praktinés
aplikacijos. Operaciniy sistemy vaidmuo, | 1 1 2 9 | uzduotys, diskusija,
programinés jrangos diegimo ir atvejy analizé
konfigliravimo pagrindai.
Ivadas | tinkly kiirima. OSI sluoksniai. Pateiktos medziagos
Duomeny perdavimo ir bendravimo per > 5 4 9 analizé, praktinés
skirtingy tipy tinklus pagrindai, protokoly uzduotys, diskusija,
vaidmuo ir tipinés tinklo konfigiiracijos. atvejy analizé
Pagrindiniai pagrindiniy duomeny Pateiktos medziagos
struktiiry, algoritmy ir jy organizavimo 1 | ) 9 analizé, praktinés
principai. Algoritmy  projektavimas. uzduotys, diskusija,
Duomeny struktiiry ir algoritmy taikymas. atvejy analizé
UML projektavimo principai. UML, Pateiktos medziagos
komponentus ir naudojima IT srityje. UML analizé, praktinés
. . . .- . 2 2 4 9 . . ..
statiniy ir dinaminiy diagramy uzduotys, diskusija,
projektavimas. atvejy analizé
Socialiné inzinerija —  psichologiniy Pateiktos medziagos
manipuliacijy  ir  apgaulés  metody analizé, praktinés
. . i oy cl 2 2 4 9 N . i’
supratimas, naudojamy sicekiant iSgauti uzduotys, diskusija,
informacija ar pazeisti sauguma. atvejy analizé
Dirbtinio intelekto jrankiai. Uzklausy Pateiktos medziagos
formulavimo pagrindai. analizé, praktinés
2 2 4 9 y . i’
uzduotys, diskusija,
atvejy analizé
Kibernetinio saugumo  bazinis lygis. Pateiktos medziagos
Supratimas apie dirbtinio intelekto keliamas analizé, praktinés
grésmes. Saugumo principy, bendry | 1 1 2 9 | uzduotys, diskusija,
pazeidziamumy ir apsaugos priemoniy atvejy analizé
iSmanymas.
Naujos IT technologijos ir tendencijos, Pateiktos medziagos
informaciné elgsena. Naujy technologijy, analizé, praktinés
pavyzdziui, debesy kompiuterijos ir | 1 1 2 9 | uzduotys, diskusija,
dévimyjy technologijy, tyrinéjimas, siekiant atvejy analizé
suprasti jy poveikj IT aplinkai.
Konsultacijos ir egzaminas 2 2 9 Pasiruo§imas egzaminui
ISviso | 15 | 4 15 32 98
Vertinimo strategija Svoris Ats1slfa1tymo Vertinimo Kriterijai
proc. laikas
Praktiniy darby ataskaita — 30% Semestro Semestro eigoje atliekami praktiniai darbai saugomi
PDA eigoje viename dokumente — praktiniy darby ataskaitoje pagal
pateiktus reikalavimus. Vertinami Sie darbo aspektai: Ar
atliktos visos uzduotys; Ar uzduotys atliktos kokybiskai;
Ataskaitos  kokybé atsizvelgiant | metodinius
reikalavimus. Vertinimo skalé nuo 1 iki 10 baly.
Atvejy analizés — AA 30% Semestro Paskaity mety pateikty atvejy savarankiska analizg,
eigoje pateikiama ataskaitoje pagal pateiktus reikalavimus.
Vertinami Sie darbo aspektai: trumpas analizés
pristatymas, ataskaita, grjZtamasis rySys ir diskusija.
Egzaminas — E 40% Sesijos metu | Egzaminas susideda i§ atviry klausimy ir praktiniy
uzduociy. Vertinimo skalé nuo 1 iki 10 baly.




Galutinis jvertinimas = PDA*0,3+AA*0,3+E*0,4 laikyti neleidZiama

Studentui neatsiskaicius PDA ir AA egzamino

Egzamino jvertinimas turi buiti >5

Dirbtinio intelekto (DI) generatyvinio modelio panaudojimas privalo buti atskleistas, todél jei tekste, referate,
pranesime ar kitame karinyje buvo naudotas DI generatyvinis modelis, tai bitina aiskiai nurodyti (atitinkamai
cituojant ir (ar) pateikiant DI generatyvinio modelio naudojimo deklaracijq). DI generatyvinio modelio panaudojimo
akademiniame darbe neatskleidimas laikytinas akademiniu nesqzingumu. Déstytojas, siekdamas jsitikinti, kad rengiant
rasto darbg, jei néra atskleista, nesinaudota generatyviniais DI jrankiais (,, ChatGPT ar kt.) (. y. rasto darbo turinys
néra sugeneruotas DI jrankiy), turi teise uzduoti pasitikslinamyjy klausimy, naudotis DI aptikimo jrankiais ir, esant
reikalui, keisti ar anuliuoti rasto darbo jvertj.

Studijuojant eksternu: Galutinis jvertinimas = PDA*0,5+ E*0,5

Leidimo

Autorius (-iai) metai

Periodinio leidinio Nr.
Pavadinimas ar leidinio tomas

Leidykla ar internetiné
nuoroda

Privaloma literatiira

Fundamentals of Information Technology — https://digitalcommons.usf.edu/dit_tb_eng/19/

Introduction to Computer Science — https://assets.openstax.org/oscms—
prodcms/media/documents/Introduction To Computer Science - WEB.pdf

Workplace Software and Skills — https://assets.openstax.org/oscms-
prodcms/media/documents/Workplace Software_and Skills - WEB_TIlfJtcP.pdf

Computer Networking : Principles, Protocols and Practice —
https://open.umn.edu/opentextbooks/textbooks/computer-networking-principles-protocols-and-practice

Operating Systems: Three Easy Pieces — https://pages.cs.wisc.edu/~remzi/OSTEP/

OpenDSA Data Structures and Algorithms Modules Collection — https://opendsa-
server.cs.vt.edu/OpenDSA/Books/Everything/html/index.html

Algorithms — https://jeffe.cs.illinois.edu/teaching/algorithms/book/Algorithms-JeffE.pdf

OMG UML - https://www.omg.org/spec/UML/2.5.1/About-UML

ENISA — https://securitydelta.nl/media/com_hsd/report/690/document/ENISA -Threat-Landscape-2024.pdf

Prompt engineering techniques — https://learn.microsoft.com/en-us/azure/ai-foundry/openai/concepts/prompt-

engineering

NIST Cybersecurity Framework 2.0 — https:/nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf



https://digitalcommons.usf.edu/dit_tb_eng/19/
https://assets.openstax.org/oscms–prodcms/media/documents/Introduction_To_Computer_Science_-_WEB.pdf
https://assets.openstax.org/oscms–prodcms/media/documents/Introduction_To_Computer_Science_-_WEB.pdf
https://assets.openstax.org/oscms-prodcms/media/documents/Workplace_Software_and_Skills_-_WEB_IlfJtcP.pdf
https://assets.openstax.org/oscms-prodcms/media/documents/Workplace_Software_and_Skills_-_WEB_IlfJtcP.pdf
https://open.umn.edu/opentextbooks/textbooks/computer-networking-principles-protocols-and-practice
https://pages.cs.wisc.edu/~remzi/OSTEP/
https://opendsa-server.cs.vt.edu/OpenDSA/Books/Everything/html/index.html
https://opendsa-server.cs.vt.edu/OpenDSA/Books/Everything/html/index.html
https://jeffe.cs.illinois.edu/teaching/algorithms/book/Algorithms-JeffE.pdf
https://www.omg.org/spec/UML/2.5.1/About-UML
https://securitydelta.nl/media/com_hsd/report/690/document/ENISA-Threat-Landscape-2024.pdf
https://learn.microsoft.com/en-us/azure/ai-foundry/openai/concepts/prompt-engineering
https://learn.microsoft.com/en-us/azure/ai-foundry/openai/concepts/prompt-engineering
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf

COURSE UNIT (MODULE) DESCRIPTION

Course unit (module) title

Code

FUNDAMENTALS OF INFORMATION TECHNOLOGY

Academic staff

Core academic unit(s)

Assoc. dr Ilona Veitaité

Kaunas Faculty
Institute of Social Sciences and Applied Informatics

Study cycle Type of the course unit
First Compulsory
Mode of delivery Semester or period Language of instruction
when it is delivered
Blended 1 semester English
Requisites

Prerequisites: -

Co-requisites (if relevant): -

Student’s workload
(total)

Number of ECTS credits
allocated

Contact hours Individual work

130

5

32 98

Purpose of the course unit

The aim of the course (module) is to provide knowledge of

the fundamentals of computing, networks, cybersecurity,

and emerging technologies, as well as to develop essential IT skills, their practical application, creativity, and analytical
thinking, in order to prepare IT professionals capable of managing projects and adapting to technological progress.

Learning outcomes of the course unit

Teaching and learning

methods Assessment methods

Students will learn to understand and apply fundamental IT
concepts, including hardware and software, networks and
security basics, and information behavior; they will also
learn to evaluate and use new technologies in practical
scenarios.

Lectures, practical classes,
independent work, and

Students will understand the principles of computer
technologies and their application in real-world contexts.

active learning methods
(group discussions, case

Students will be able to integrate knowledge and skills from
various IT fields to design and implement technological
solutions.

analysis).

Practical assignments,
case discussions,
participation in
discussions,
examination.

Individual work: time and
Contact hours .
assignments
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Introductory lecture. Presentation of Skills assessment test
methodological requirements. IT skills | 1 1 2
test.
Introduction to Information Technologies Analysis of provided
(IT). Overview of IT history and | 1 1 2 8 | material, practical
development. tasks, case analysis
Computer  hardware  fundamentals. Analysis of provided
Examination of essential hardware material, practical
components such as processors, memory, | 1 ) 9 tasks, discussion,
storage devices, input and output devices, case analysis
and portable devices that form the
foundation of computing.
Operating systems (open-source and Analysis of provided
proprietary) and software applications. 1 1 ) 9 material, practical
The role of operating systems, basics of tasks, discussion,
software installation and configuration. case analysis
Introduction to networking. OSI Analysis of provided
layers. Fundamentals of data transmission material, practical
and communication across different types | 2 2 4 9 | tasks, discussion,
of networks, the role of protocols, and case analysis
typical network configurations.
Fundamentals of core data structures, Analysis of provided
algorithms, and principles of their material, practical
organization. Algorithm design. | 1 1 2 9 | tasks, discussion,
Application of data structures and case analysis
algorithms.
UML design principles. UML components Analysis of provided
and their use in IT. Designing static and 5 > 4 9 material, practical
dynamic UML diagrams. tasks, discussion,
case analysis
Social  engineering. Understanding Analysis of provided
methods of psychological manipulation ) ) 4 9 material, practical
and deception used to obtain information tasks, discussion,
or compromise security. case analysis
Artificial intelligence tools. Basics of Analysis of provided
prompt engineering. ) ) 4 9 material, practical
tasks, discussion,
case analysis
Cybersecurity - basic level. Analysis of provided
Understanding Al-related threats. material, practical
Knowledge of security principles, | 1 1 2 9 | tasks, discussion,
common vulnerabilities, and protection case analysis
measures.
New IT technologies and trends, Analysis of provided
information behavior. Exploration of material, practical
emerging technologies such as cloud 1 1 ) 9 tasks, discussion,
computing and wearable technologies to case analysis
understand their impact on the IT
environment.
Consultations and examination. ) ) 9 Preparation for the
exam
Total | 15 | 4 15 32 98
Assessment strategy Woe/loght Deadline Assessment criteria
Practical Tasks Report — During Practical tasks completed throughout the semester are
PTR semester compiled into a single document — the Practical Tasks Report
— according to the provided requirements. The following
30% . .
aspects are assessed: completion of all tasks; quality of task
performance; quality of the report in accordance with
methodological requirements. Grading scale: 1 to 10 points.
Case Analyses — CS During Independent analysis of cases presented during lectures,
30% . ) . .
semester submitted as a report according to the provided requirements.




6

The following aspects are assessed: concise presentation of
the analysis, written report, feedback, and participation in

discussion.
Exam—E 40% Exam The exam consists of open-ended questions and practical
’ Session tasks. Grading scale: 1 to 10 points.

Final grade = PTR*0.3+CS*0.3+E*0.4

Students who have not completed PTR and CS are not
allowed to take the exam

Exam grade must be >5

The use of an Artificial Intelligence (Al) generative model must be disclosed, so if an Al generative model has been
used in a text, paper, report or other work, this must be clearly stated (with appropriate citations and/or a declaration
of the use of an Al generative model). Failure to disclose the use of an Al generative model in an academic work is
considered academic dishonesty. In order to ensure that generative Al tools (ChatGPT, etc.) have not been used in the
preparation of the essay (i.e. the content of the essay has not been generated by the Al tools), if not disclosed, the
lecturer has the right to ask follow-up questions, to use the Al detection tools and, if necessary, to modify or cancel the
grade of the assignment.

In case of external studies: Final Grade = PTR*0,5+ E*0,5

Author (-s)

Publishing
year

Title

Issue of a periodical or Publishing house or web
volume of a publication link

Required reading

Fundamentals of Information Technology — https://digitalcommons.usf.edu/dit tb_eng/19/

Introduction to Computer Science — https://assets.openstax.org/oscms—
prodcms/media/documents/Introduction To Computer Science - WEB.pdf

Workplace Software and Skills — https://assets.openstax.org/oscms-
prodcms/media/documents/Workplace Software and Skills - WEB [IfJtcP.pdf

Computer Networking : Principles, Protocols and Practice —
https://open.umn.edu/opentextbooks/textbooks/computer-networking-principles-protocols-and-practice

Operating Systems: Three Easy Pieces — https://pages.cs.wisc.edu/~remzi/OSTEP/

OpenDSA Data Structures and Algorithms Modules Collection — https://opendsa-
server.cs.vt.edu/OpenDSA/Books/Everything/html/index.html

Algorithms — https://jeffe.cs.illinois.edu/teaching/algorithms/book/Algorithms-JeffE.pdf

OMG UML - https://www.omg.org/spec/UML/2.5.1/About-UML

ENISA — https://securitydelta.nl/media/com_hsd/report/690/document/ENISA-Threat-Landscape-2024.pdf

Prompt engineering techniques — https://learn.microsoft.com/en-us/azure/ai-foundry/openai/concepts/prompt-

engineering

NIST Cybersecurity Framework 2.0 — https:/nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf



https://digitalcommons.usf.edu/dit_tb_eng/19/
https://assets.openstax.org/oscms–prodcms/media/documents/Introduction_To_Computer_Science_-_WEB.pdf
https://assets.openstax.org/oscms–prodcms/media/documents/Introduction_To_Computer_Science_-_WEB.pdf
https://assets.openstax.org/oscms-prodcms/media/documents/Workplace_Software_and_Skills_-_WEB_IlfJtcP.pdf
https://assets.openstax.org/oscms-prodcms/media/documents/Workplace_Software_and_Skills_-_WEB_IlfJtcP.pdf
https://open.umn.edu/opentextbooks/textbooks/computer-networking-principles-protocols-and-practice
https://pages.cs.wisc.edu/~remzi/OSTEP/
https://opendsa-server.cs.vt.edu/OpenDSA/Books/Everything/html/index.html
https://opendsa-server.cs.vt.edu/OpenDSA/Books/Everything/html/index.html
https://jeffe.cs.illinois.edu/teaching/algorithms/book/Algorithms-JeffE.pdf
https://www.omg.org/spec/UML/2.5.1/About-UML
https://securitydelta.nl/media/com_hsd/report/690/document/ENISA-Threat-Landscape-2024.pdf
https://learn.microsoft.com/en-us/azure/ai-foundry/openai/concepts/prompt-engineering
https://learn.microsoft.com/en-us/azure/ai-foundry/openai/concepts/prompt-engineering
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf

