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STUDIJU DALYKO (MODULIO) APRASAS [English below]

Dalyko (modulio) pavadinimas

Kodas

Elektroniniai atsiskaitymai ir ju sauga

Déstytojas / a (-ai)

Padalinys (-iai)

Koordinuojantis:
Prof. A. Lopata
Kitas (-i):

Kauno fakultetas

Socialiniy moksly ir taikomosios informatikos
institutas

Muitinés g. 8, LT-44280 Kaunas

Studiju pakopa

Dalyko (modulio) tipas

Bakalauro

Individualiyjy studijy

Igyvendinimo forma

Vykdymo laikotarpis

Vykdymo kalba (-0s)

Auditoriné ir savarankiskas
darbas

4 semestras

Lietuviy/ Angly

Reikalavimai studijuojanciajam

ISankstiniai reikalavimai:
Informaciniy sistemy saugos pagrindai

Gretutiniai reikalavimai (jei yra):

Visas studento darbo
Kkruavis

Dalyko (modulio) apimtis
kreditais

Savarankisko darbo
valandos

Kontaktinio darbo
valandos

5

133 48

85

Dalyko (modulio) tikslas

Gebeéti taikyti pagrindines e. bankininkystés technologijas ir elektroniniy atsiskaitymy veikimo
principus kuriant naujus e. komercijos sprendimus lokaliame ir tarptautiniame kontekstuose.

Dalyko (modulio) studijy rezultatai

Studijuy metodai

Vertinimo metodai

Laikosi mokymosi visg
gyvenimg  nuostaty,  geba
palaikyti tobulinti  savo
profesing kompetencija
informatikos  inzinerijos ir
kibernetinés saugos srityse,
analizuodamas ir
sistemindamas studijoms,
mokslinei, profesinei veiklai ir
naujoviy diegimui reikalingus
moksliniy tyrimy duomenis,
efektyviai valdydamas
informacijos iSteklius.

Taikyti informatikos inZinerijos
Zinias, kuriant saugius ir kitus
aktualius kriterijus atitinkancius

ir

Individualios konsultacijos
Laboratoriniai darbai,
Literatiiros analizé

, Egzaminas, Individualus

darbas, Laboratorinio darbo
gynimas, Koliokviumas




informatikos taikomuosius
sprendimus aktualioms
visuomenei problemoms
spresti.

ISmano kompiuteriy
architekttira, geba projektuoti,
kurti ir diegti saugius
kompiuteriy tinklus, iSmano
kibernetinés saugos teisinj
reglamenta, geba taikyti etinio
jsilauzimo metodikas
praktikoje, geba identifikuoti
saugos spragas

ISmano Zzmogaus ir kompiuterio
sgveikos principus, geba taikyti
fundamentines algoritmy
teorijos ir duomeny struktiiry
sudarymo ir analizés zinias,
iSmano programavimo
koncepcijas teoriniu ir
taikomuoju lygmeniu, geba
kurti programas.

Geba identifikuoti ir apibiidinti
informatikos inzinerijos
dalykines srities  problema,
suformuluoti  tyrimo  tiksla,
uzdavinius ir hipotezes,
parengti  tiriamojo darbo
metodikg: pasirinkti  tyrimo
strategija ir metodus, duomeny
apdorojimo  metodus  bei
Jrankius.

Suprasdamas informacijos
InZinerijos dalyking srit]
(ktrimo, projektavimo,

perprojektavimo ir realizavimo,
procesus), geba kurti duomeny
bazes ir informacines sistemas,
taikyti metodus ir priemones,
leidziancias efektyviai
eksploatuoti informacijos
sistemy technine¢ ir programing
irangg, geba naudoti naujausius
metodus ir jrankius
proaktyviam spragy aptikimui,
tarp jy ir apgrazos inZinerijos
taikyma.

Individualios konsultacijos,
Individualus projektas,
Laboratoriniai darbai

Egzaminas, Individualus
darbas, Kolokviumas,
Laboratorinio darbo gynimas
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1. 1. Ivadas | elektroning | 4 4 5
bankininkyste. Istorija, technologijy
tipai, jy privalumai ir trilkumai,
vystymosi raida.
2. 2. Mobiliosios ir internetinés | 4 2 6 10
bankininkystés technologijos.
Techniné ir programiné jranga. literatiiros studijos;
Padéties Lietuvoje ir uZsienyje
apzvalga.
3. Elektroniniy atsiskaitymy 8 4 12120
technologiniy sprendimy ) )
architektiira, jy veikimo principai. pasirengimas
Elektroniniy transakcijy apdorojimo koliokviumui
principai, pagrindiniai praktikoje
taikomi protokolai ir standartai.
4. Elektroniniy atsiskaitymy 8 4 12 120 | ]Jaboratoriniy darby
saugumas. PCI DSS standarto uzduociy atlikimas;
reikalavimai, jy jgyvendinimo
praktikoje pavyzdZiai.
5. EMV techninés ir programinés 8 6 14120 | praktiniy darby
Irangos reglamentai, specifikacijos rengimas ir
ir standartai, _]L} taikymas pasirengimas
praktiniuose sprendimuose. gynimui
6. Pasiruo§imas egzaminui 10
IS viso | 32 16 48 85
Vertinimo strategija Svoris Atsislfaitymo Vertinimo kriterijai
proc. laikas
Koliokviumas 20 9 sav. Vertinama 1-3 temy medZiaga

Vertinama 1-10 paZymiy vertinimo skaléje:
10-9: Puikios zinios ir geb¢jimai. Vertinimo
lygmuo. 90-100 % teisingy atsakymuy.

8-7: Geros zinios ir gebéjimai, gali biti
neesminiy klaidy. Sintezés lygmuo. 70-89 %

teisingy atsakymy.

6-5: Vidutinés Zinios ir geb&jimai, yra klaidy.
Analizés lygmuo. 50-69 % teisingy atsakymy.




4-3: Zinios ir gebéjimai nesiekia vidutiniy, yra
(esminiy) klaidy. Ziniy taikymo lygmuo. 20-
49 % teisingy atsakymy.
2-1: Netenkinami minimaliis reikalavimai.
0-19 % teisingy atsakymy.

Individualus darbas
(referatas) ir praneSimas
paskirta tema

30

8-110 sav.

Vertinama 1-10 pazymiy vertinimo skaléje:
10-9: Puikios zinios ir geb¢jimai. Vertinimo
lygmuo. 90-100 % teisingy atsakymuy.
8-7: Geros zinios ir geb¢jimai, gali biiti
neesminiy klaidy. Sintezés lygmuo. 70-89 %
teisingy atsakymuy.
6-5: Vidutinés Zinios ir geb¢jimai, yra klaidy.
Analizés lygmuo. 50-69 % teisingy atsakymy.
4-3: Zinios ir gebéjimai nesiekia vidutiniy, yra
(esminiy) klaidy. Ziniy taikymo lygmuo. 20-
49 9% teisingy atsakymy.

2-1: Netenkinami minimalis reikalavimai.

0-19 % teisingy atsakymy.

Praktinis projektas

30

15 sav.

Vertinama 1-10 paZymiy vertinimo skaléje:
10-9: Puikios Zinios ir gebé&jimai. Vertinimo
lygmuo. 90-100 % teisingy atsakymuy.
8-7: Geros zinios ir gebé¢jimai, gali buti
neesminiy klaidy. Sintezés lygmuo. 70-89 %
teisingy atsakymy.
6-5: Vidutinés Zinios ir geb¢jimai, yra klaidy.
Analizés lygmuo. 50-69 % teisingy atsakymy.
4-3: Zinios ir gebéjimai nesiekia vidutiniy, yra
(esminiy) klaidy. Ziniy taikymo lygmuo. 20-
49 % teisingy atsakymy.

2-1: Netenkinami minimalis reikalavimai.

0-19 % teisingy atsakymy.

Egzaminas

40

Sesijos metu

Vertinama 1-16 uZsiémimy medZiaga.
Vertinama 1-10 pazZymiy vertinimo skal¢je:
10-9: Puikios Zinios ir gebéjimai. Vertinimo
lygmuo. 90-100 % teisingy atsakymuy.
8-7: Geros zinios ir gebéjimai, gali buti
neesminiy klaidy. Sintezés lygmuo. 70-89 %
teisingy atsakymuy.
6-5: Vidutinés zinios ir gebéjimai, yra klaidy.
Analizés lygmuo. 50-69 % teisingy atsakymuy.
4-3: Zinios ir gebéjimai nesiekia vidutiniy, yra
(esminiy) klaidy. Ziniy taikymo lygmuo. 20-
49 % teisingy atsakymy.

2-1: Netenkinami minimalis reikalavimai.

0-19 % teisingy atsakymy.

Leidimo

Autorius (-iai) metai

Pavadinimas

Periodinio leidinio Nr.

Leidykla ar internetiné
ar leidinio tomas

nuoroda

Privaloma literatira

EMVCO
Technical
Specification

2022

EMYV Payment

Tokenisation. A
Guide to Use Cases

https://www.emvco.com/s
pecifications/fag-emv-
payment-tokenisation-
specification-technical-

Version 1.0




framework-v2-3-1-faq-
general-and-technical-

questions/
Pavlo Sidelov 2021 | The World Of Digital Amazon.com Services
Payments: Practical LLC
Course (FinTech)

EMVCO 2017 A Guide to EMV Version 3.0 https://www.scribd.com/do

Technical Chip Technology currllent/415400099/.A-
Specification Guide-to-EMV-Chip-

P Technology-v3-0-1
EMVCo, LLC. 2022 EMV® Chip At-a-Glance https: /[ WWW.emvco.co

m/wp-
content/uploads/2022/
09/EMV%C2%AE-
Chip-At-A-Glance-
EMVCo-eBook.pdf

PASTABA: ] literatiros sqrasq rekomenduojama jtraukti atviruosius mokymosi isteklius
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COURSE UNIT (MODULE) DESCRIPTION

Course unit (module) title

Code

ELECTRONIC PAYMENTS AND THEIR SECURITY

Academic staff

Core academic unit(s)

Coordinating: Prof. Audrius Lopata

Institute of Social Sciences and Applied Informatics
Kaunas Faculty 8 Muitines st., LT-44280 Kaunas

Study cycle Type of the course unit
First Individual Studies
Mode of deliver S BIHERTEE? (O Terd| Language of instruction
y when it is delivered suag
Face to face 4 semester Lithuanian
Requisites

Prerequisites:
Fundamentals of Information Systems Security

Co-requisites (if relevant):

g 9
Number of ECTS credits Student’s workload Contact hours Individual work
allocated (total)
5 133 48 8

Purpose of the course unit

The aim is to acquaint students with the fundamental knowledge about e-banking technologies and electronic fund

transfer systems.

Learning outcomes of the course unit

Teaching and learning methods

Assessment methods

Students will be able to apply theoretical
and practical knowledge necessary for
the development of electronic payment
solutions

Literature anal

Individual Project Laboratory classes

Colloquium (interview
conducted by a lecturer and / or
specialist), Examination,
Individual work, Laboratory
examination

ysis

Students will be able to put in practice
methodologies and tools necessary for
electronic payment solution analysis,
specification and certification processes.

Individual proj

ect, Laboratory classes | Colloquium (interview
conducted by a lecturer and / or
specialist), Examination,
Individual work, Laboratory

examination

Content

Contact hours

Individual work: time and
assignments
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1. 1. Introduction to e-banking. History, 4 4 5

technology types, their advantages and

disadvantages, evolution and future

trends

2. Mobile and online banking technology. | 4 2 6 10

Hardware and software. Overview of the

situation in Lithuania and abroad.

3. Architecture of electronic payment 8 4 12 20

solution technologies and their operating

principles. Processing principles of

electronic payment transactions and the

most popular protocols and standards.

4. The security of electronic payment 8 4 12 20

systems. The requirements of Payment

Card Industry Data Security Standard

(PCI DSS). The examples of its practical

implementation.

5. EMV based hardware and software 8 6 14 20

regulations, specifications and standards,

the application for business solutions.

6. Preparation for the final examination 10

Total | 32 16 48 85
Assessment strategy nyloght Deadline Assessment criteria

Individual Work and 30 8-10 Evaluation scale: 10-9: Excellent knowledge and skills. The

Presentatio week. evaluation level 90-100% correct answers. 8-7: Good
knowledge and skills, the answers may contain some minor
mistakes. Synthesis level. 70-89% correct answers. 6-5:
Average knowledge and skills, the answers containing a
number of mistakes. Level of analysis. 50-69% correct
answers. 4-3: The level of knowledge and skills is below
average, the major errors. The level of knowledge is
between 20-49% of correct answers. 2-1: Unsatisfactory
results which do not reach the minimum requirements. 0-
19% correct answers.

Practical Project 30 13-15 Evaluation scale: 10-9: Excellent knowledge and skills. The

week. evaluation level 90-100% correct answers. 8-7: Good
knowledge and skills, the answers may contain some minor
mistakes. Synthesis level. 70-89% correct answers. 6-5:
Average knowledge and skills, the answers containing a
number of mistakes. Level of analysis. 50-69% correct
answers. 4-3: The level of knowledge and skills is below
average, the major errors. The level of knowledge is
between 20-49% of correct answers.

Final examination 40 16 week. Evaluation scale: 10-9: Excellent knowledge and skills. The
evaluation level 90-100% of correct answers. 8-7: Good
knowledge and skills, the answers may contain some minor
mistakes. Synthesis level. 70-89% of correct answers. 6-5:
Average knowledge and skills, the answers containing a
number of mistakes. Level of analysis. 50-69% of correct




answers. 4-3: The level of knowledge and skills is below
average, the major errors. The level of knowledge is
between 20-49% of correct answers.
ishi Issue of a periodical or ishi
Author (-s) Pub}l}:::ng Title B ofg publication Publlshmgl il:]){use or web
Required reading
EMVCO 2022 | EMV Payment Version 1.0 https://www.emvco.com/s
Technical Tokenisation. A pecifications/faq-emv-
Specification Guide to Use Cases payment-tokenisation-
specification-technical-
framework-v2-3-1-faq-
general-and-technical-
questions/
Pavlo 2021 The World Of Amazon.com Services
Sidelov Digital Payments: LLC
Practical Course
(FinTech)
EMVCO 2017 A Guide to EMV Version 3.0 https://www.scribd.com/do
Technical Chip Technology cument/415400095/A-
Specification Guide-to-EMV-Chip-
Technology-v3-0-1
EMVCo, LLC. | 2022 EMV® Chip At-a- https://Wwww.emvco.co
Glance m/wp-
content/uploads/2022/
09/EMV%C2%AE-
Chip-At-A-Glance-
EMVCo-eBook.pdf

NOTE: Including Open Educational Resources in the reading list is recommended




